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The command-line client


Installation

$ pip install keybone








Initialize your GPG key home

initializes a new keybone key home, which includes generating a fernet key to encrypt the key metadata

usage: keybone quickstart [-h] [-f] [--home HOME] conf_path






	Positional arguments:

	



	
conf_path
	the path to the config file






	Options:

	



	
-f=False, --force=False


		flag to force even if destination exists

	
--home=keys
	the path to the key home. Defaults to a “keys” folder relative to the config file path








$ keybone quickstart ~/.keybone.yml --home=~/.keybone
--------------------------------------------------------
fernet_key: d68R6KPnWx6Izv10y8lbJ7mDvw_0OP0c6arlT4d1RHA=
key_home: ~/.keybone
--------------------------------------------------------
you might want do add the following line to your ~/.bashrc
export KEYBONE_CONFIG_PATH='/home/sn0wden/.keybone.yml'








Create a GPG key pair

generate a key if it does not exist already.

usage: keybone create [-h] [--secret <passphrase>] [-n] <name> <email>






	Positional arguments:

	



	
name
	the user name

	
email
	the user email






	Options:

	



	
--secret
	a passphrase. If not provided it will be asked with getpass

	
-n=False, --no-secret=False


		create without password








$ keybone create "Edward Snowden" "snowden@protonmail.com" --secret="freed0m"
WARNING changing mode of /home/sn0wden/.keybone to 0700
INFO Generated: 3B9D624364FF560192B4136F209C5ABEBE490B74








Importing a key

imports a key

usage: keybone import [-h] <key>






	Positional arguments:

	



	
key
	as string, with linebreaks








$ keybone import "$(curl 'http://pgp.surfnet.nl:11371/pks/lookup?op=get&search=0x00411886')"
INFO imported: ABAF11C65A2970B130ABE3C479BE3E4300411886
INFO imported: 0F6A146532D869AEE438F74B6211AA3B00411886








Delete a key

delete a key if it does not exist already.

usage: keybone delete [-h] [-f] <recipient>






	Positional arguments:

	



	
recipient
	the recipient to encrypt the data to






	Options:

	



	
-f=False, --force=False


		delete without confirmation








$ keybone delete ABAF11C65A2970B130ABE3C479BE3E4300411886
deleting Linus Torvalds torvalds@linux-foundation.org 79BE3E4300411886 ABAF11C65A2970B130ABE3C479BE3E4300411886
ok








Listing keys

lists existing keys

usage: keybone list [-h] [--email] [--private] [--public]






	Options:

	



	
--email=False
	only print the email of the keys

	
--private=False


		show only private keys

	
--public=False
	show only public keys








$ keybone list
+------------------+------------------------------------------+-------------------------------+---------+--------+
|      keyid       |               fingerprint                |             email             | private | public |
+------------------+------------------------------------------+-------------------------------+---------+--------+
| 209C5ABEBE490B74 | 3B9D624364FF560192B4136F209C5ABEBE490B74 |     snowden@protonmail.com    |   yes   |  yes   |
| 79BE3E4300411886 | ABAF11C65A2970B130ABE3C479BE3E4300411886 | torvalds@linux-foundation.org |    no   |  yes   |
| 6211AA3B00411886 | 0F6A146532D869AEE438F74B6211AA3B00411886 | torvalds@linux-foundation.org |    no   |  yes   |
+------------------+------------------------------------------+-------------------------------+---------+--------+








Sign data

signs the given data for the given keyid

usage: keybone sign [-h] [--secret <passphrase>] [--no-secret]
                    <recipient> <data>






	Positional arguments:

	



	
recipient
	any identification for the key: fingerprint, id or email

	
data
	the content to be signed






	Options:

	



	
--secret
	a passphrase if necesssary

	
--no-secret=False


		set this flag if the destination key doesn not have a secret








$ keybone sign 3B9D624364FF560192B4136F209C5ABEBE490B74 'This is really mine'
-----BEGIN PGP SIGNED MESSAGE-----
Hash: SHA1

This is really mine
-----BEGIN PGP SIGNATURE-----
Version: GnuPG v1

iQEcBAEBAgAGBQJX5hVdAAoJECCcWr6+SQt0OX8IAJDGkswhqTGjqmhl9oh0wB7o
8JjhzM8c59mrQkw2uVycUQP8SvRSDsbKh7oKeQmruDszWvbOZOahqtn6w4lZf9og
tOdkrt1aERC4iD2Z+W87kQRrbqEQTh0QovsKe40rzRMkk0PftBX1Mh7zmTx9sP84
2XUkHyOkNa932Zh2pmyJTMQbQfBaL5B9AnmdgxJCwJ1GsteauGffNHLlMpv90Yf5
qgeZLfd2Kyswfe14JMRCRM6o1krS23lCuoqZM6aqeuWLlDOnBNHwPuVTvGo5xtvk
Q16NTZzw5hMnntIV9CFO3Ss8GpVOBv1RupTsj5mpFOnE3EBX0z7kcbXcxxBIrYI=
=pxA0
-----END PGP SIGNATURE-----








Verify Signatures

verifies the given data for the given keyid

usage: keybone verify [-h] <signed-data>






	Positional arguments:

	



	
signed_data
	the signed data to be verified








$ keybone verify '-----BEGIN PGP SIGNED MESSAGE-----
Hash: SHA1

This is really mine
-----BEGIN PGP SIGNATURE-----
Version: GnuPG v1

iQEcBAEBAgAGBQJX5hVdAAoJECCcWr6+SQt0OX8IAJDGkswhqTGjqmhl9oh0wB7o
8JjhzM8c59mrQkw2uVycUQP8SvRSDsbKh7oKeQmruDszWvbOZOahqtn6w4lZf9og
tOdkrt1aERC4iD2Z+W87kQRrbqEQTh0QovsKe40rzRMkk0PftBX1Mh7zmTx9sP84
2XUkHyOkNa932Zh2pmyJTMQbQfBaL5B9AnmdgxJCwJ1GsteauGffNHLlMpv90Yf5
qgeZLfd2Kyswfe14JMRCRM6o1krS23lCuoqZM6aqeuWLlDOnBNHwPuVTvGo5xtvk
Q16NTZzw5hMnntIV9CFO3Ss8GpVOBv1RupTsj5mpFOnE3EBX0z7kcbXcxxBIrYI=
=pxA0
-----END PGP SIGNATURE-----'
signature valid: TRUST_UNDEFINED








Encrypt data to a known recipient

encrypts the data to a known recipient

usage: keybone encrypt [-h] [--sign-from <sign-from-recipient>]
                       <recipient> <plaintext>






	Positional arguments:

	



	
recipient
	the recipient to encrypt the data to

	
plaintext
	the content to be encrypted






	Options:

	



	
--sign-from
	sign from this recipient








$ keybone encrypt ABAF11C65A2970B130ABE3C479BE3E4300411886 'Hey Torvalds,
it seems like someone exploited short-id collisions on PGP keys
and could be pushing malware to the kernel mainstream

Check this out:

 Search Result of 0x00411886: https://pgp.mit.edu/pks/lookup?search=0x00411886&op=index
 Fake Linus Torvalds: 0F6A 1465 32D8 69AE E438  F74B 6211 AA3B [0041 1886]
 Real Linus Torvalds: ABAF 11C6 5A29 70B1 30AB  E3C4 79BE 3E43 [0041 1886]

Cheers,
Sn0wden'

-----BEGIN PGP MESSAGE-----
Version: GnuPG v1
=ZXQp
-----END PGP MESSAGE-----








Decrypt data if you have a private key in the keyring

decrypts the data to a known recipient

usage: keybone decrypt [-h] [--secret <passphrase>] [-n] <ciphertext>






	Positional arguments:

	



	
ciphertext
	the content to be decrypted






	Options:

	



	
--secret
	a passphrase

	
-n=False, --no-secret=False


		create without password








keybone decrypt --secret='freed0m' '-----BEGIN PGP MESSAGE-----
  Version: GnuPG v1

  hQEMAyCcWr6+SQt0AQf/SIiYdqvXSDyeY1sNO8wiTGKf+c43BR4zyzULNjWrlbkt
  jic2z2wsYbnKZvRusLo6U9GxlTXTahTdXPwf0FnuUyH5RR4tU6Q71KoyzHAQQM8i
  xEGRTxoJqdCZTbF5s6wL0Nyyv7JlJkHlI1l8BLQ8igmIUPNeBAkRiknRkenPvcmk
  1r2jisdpwPS5OVzKWUAUuv/Z8MkQvR7bzDxdHDqkT6bM+LoyyrZyvy+xXvmAAWfO
  N8Q8sxRia8yEu9Z0zaSsG7cZxHOdF9oIksMFcnq94FzveiAl1/c8CJ53PhgaAi4W
  hzL27zU+rlPuzy9F7AtMoFidCicT0ui3FrI1eSaTTNJSAXqoPD1FbRVof25X/FfR
  LmVBKOdO6bmPicrZKuGFw9IYqho8GL1N3fK6aWdiJOPdJTb4z7cYNd4yiGRLwanF
  1v1zidzdz4pIYQuUb4KEtIo8tg==
  =M4aT
  -----END PGP MESSAGE-----'
Wow,
this really works!








Export a private key

prints the private key of the given email

usage: keybone private [-h] <recipient>






	Positional arguments:

	



	
recipient
	any identification for the key: fingerprint, id or email








$ keybone private 3B9D624364FF560192B4136F209C5ABEBE490B74
-----BEGIN PGP PRIVATE KEY BLOCK-----
Version: GnuPG v1
=fE1g
-----END PGP PRIVATE KEY BLOCK-----








Export a public key

prints the public key of the given email

usage: keybone public [-h] <recipient>






	Positional arguments:

	



	
recipient
	any identification for the key: fingerprint, id or email








$ keybone public 3B9D624364FF560192B4136F209C5ABEBE490B74
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v1
=B5zN
-----END PGP PUBLIC KEY BLOCK-----








Backup your keyring for emergencies

With a single your whole keybone environment will be exported to a
single plaintext blob that can be easily recovered later on.

Keep your backup in a VERY VERY VERY safe place, as it has the
encryption key for your keyring as well.

generates base64 encoded backup of the whole keyring, ready to be imported again at any time

usage: keybone backup [-h] [-p PATH]






	Options:

	



	
-p, --path
	destination path of the encrypted tarball








$ keybone backup > emergency-backup.keybone
INFO Compressing keyring
INFO Compressing keyring/pubring.gpg
INFO Compressing keyring/pubring.gpg~
INFO Compressing keyring/random_seed
INFO Compressing keyring/secring.gpg
INFO Compressing keyring/trustdb.gpg
INFO Compressing keybone.yml








Wipe your keyring

In case of emergency you might need to backup your keyring and then
wipe it from its original location.

generates base64 encoded backup of the whole keyring, ready to be imported again at any time

usage: keybone backup [-h] [-p PATH]






	Options:

	



	
-p, --path
	destination path of the encrypted tarball








$ keybone wipe --no-backup --force
WARNING deleting: /home/sn0wden/.keybone.yml
WARNING deleting: /home/sn0wden/keys/pubring.gpg
WARNING deleting: /home/sn0wden/keys/pubring.gpg~
WARNING deleting: /home/sn0wden/keys/secring.gpg
WARNING deleting: /home/sn0wden/keys/trustdb.gpg








Recover from a backup

This command assumes that your keyring was destroyed, or else you need
to pass the --force option to overwrite any existing files.

recovers a keybone GPG setup from an encrypted tarball

usage: keybone recover [-h] [-f] path






	Positional arguments:

	



	
path
	the path to an encrypted tarball containing a new keychain






	Options:

	



	
-f=False, --force=False


		flag to force even if destination exists








$ keybone recover emergency-backup.keybone
WARNING replacing config file: /home/sn0wden/.keybone.yml
WARNING replacing existing key home: /home/sn0wden/.keybone
INFO setting mode 0700 on directory /home/sn0wden/.keybone
INFO writing keyring file /home/sn0wden/.keybone/pubring.gpg
INFO setting mode 0600 on /home/sn0wden/.keybone/pubring.gpg
INFO writing keyring file /home/sn0wden/.keybone/random_seed
INFO setting mode 0600 on /home/sn0wden/.keybone/random_seed
INFO writing keyring file /home/sn0wden/.keybone/pubring.gpg~
INFO setting mode 0600 on /home/sn0wden/.keybone/pubring.gpg~
INFO writing keyring file /home/sn0wden/.keybone/secring.gpg
INFO setting mode 0600 on /home/sn0wden/.keybone/secring.gpg
INFO writing keyring file /home/sn0wden/.keybone/trustdb.gpg
INFO setting mode 0600 on /home/sn0wden/.keybone/trustdb.gpg
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